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Judul Tugas : Konfigurasi Jaringan Mikrotik Berbasis VLAN dan Hotspot
Tugas saya sebagai Junior Technician adalah merancang bangun dan
mengkonfigurasi Jaringan ADMIN digunakan oleh staf tata usaha, memiliki
akses penuh ke seluruh jaringan Jaringan TEKNISI digunakan oleh
teknisi/lab IT, hanya diperbolehkan akses ke internet teknisi Jaringan
HOTSPOT (SISWA) digunakan oleh siswa melalui WiFi, Harus login
menggunakan username & password

Dengan Opsi konfigurasi sebagai berikut:

Menggunakan Router Mikrotik sebagai pusat pengelolaan
Menggunakan VLAN (10, 20, 30) untuk segmentasi jaringan
Menggunakan 1 jalur trunk ke switch

Menggunakan DHCP Server untuk tiap VLAN
Menggunakan NAT untuk akses internet

Menggunakan Firewall untuk pembatasan akses
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1. Internet terhubung ke Mikrotik melalui ether1 (WAN)
2. Mikrotik terhubung ke switch melalui ether2 (trunk)
3. Switch mendistribusikan jaringan ke:

e VLAN 10 - ADMIN

e VLAN 20 — TEKNISI

e VLAN 30 - HOTSPOT



Berikut adalah langkah-langkah dan perintah Terminal (CLI) Mikrotik:

1. Konfigurasi Internet (WAN)

Kita asumsikan ether1 terhubung ke sumber internet yang memberikan IP
secara otomatis (DHCP).

IP— DHCP Client — New — Interface: ether1 — Use Peer DNS & NTP: yes
— Add Default Route: yes — Apply — OK

*3 DHCP Client > New...

DHCP Advanced Status

Enabled (% & Copy
Comment £Z Actions

Release
Interface | etherl t v] Renew

Use Peer DNS
Use Peer NTP @

Add Default Route  yes

Status: stopped

cance!  (IEETT (TS




#NAT supaya bisa internetan

IP — Firewall - NAT — New — General —Chain: srcnat — Out.
Interface: ether1 — Action: masquerade

4 NAT Rule

General Advanced Extra Action Statistics

Enabled B @ Copy

* Remove
Comment

£ Actions

Chain [ srcnat

Reset Counters
Src. Address + Reset All Counters
Dst. Address

Src. Address List
Dst. Address List

Protocol

Src. Port

Dst. Port

Any. Port

In. Interface
Out. Interface etherl

In. Interface List +
Out. Interface List +

Packet Marlk
Connection Mark
Routing Mark

Connection Type

Cancel Apply OK




2. IP ADDRESS

Menambahkan IP untuk VLAN10-ADMIN, VLAN20-TEKNISI,

VLAN30-HOTSPOT

IP—Addresses—New—Address: 192.168.10.1/24—Interface:

vlan10-ADMIN—Apply—OK

tambahkan IP untuk vlan20 & vlan30 dengan cara yang sama

4 Address List

5 New Enable Disable Remove
P Address ~ Network
1] & 182.168.4.20/.. 192.168.4.0
+ 192.168.10.1/.. 192.168.10.0
& 182.168.20.1/... 192.168.20.0
& 182.168.30.1/... 192.168.30.0

e X
Q Find ¥ Filter
Interface =
etherl
vlanl0-ADMIN

vlan20-TEKNISI
vian30-HOTSP...




3. DHCP Server

layanan jaringan yang secara otomatis menetapkan alamat IP, subnet mask,

default gateway, dan DNS ke perangkat (client)

IP—-DHCP Server—DHCP Setup—DHCP Server Interface:
vlan10-ADMIN—Next sampai selesai
ulangi juga untuk vlan20-TEKNISI & vlan30-HOTSPOT

¥ DHCP Server -
O New
P Name
dhcp2
dhcp3
dhcp4
3 b Live
4. Bridge

DHCP Metworks Leases Options

-

Interface Relay
vian10-ADMIN
vian20 - TEKNISI
vian30-HOTSPOT

Option Sets  Option Matcher  Alerts

Lease Time
00:30:00
00:30:00
00:30:00

Q Find ¥ Fiter [

Address Pool
dhcp_pool2
dhcp_pool3
hs-pool-11

Add ARP... =

no

no

no

&£ Actions

DHCP Setup

{@ Configuration

DHCP Config

fitur RouterOS yang menggabungkan dua atau lebih interface (ethernet,
wireless, VLAN) menjadi satu segmen jaringan logis (satu subnet IP),

membuat router berfungsi layaknya switch

Bridge—New—Name: bridge-vlan—VLAN—VLAN Filtering: yes

H Bridge - Bridge Ports PortExtensions VLANS MSTIs Port MST Overrides Filters NAT  Hosts MDB
O New

P Name ~ Type L2MTU  MAC Address Protocol ... Tx

R 3 bridge-vian Bridge 1598 6C:3B:6B:DE:78:9E RSTP

1 b Live

113.4 kbps

RX

14.8 kbps

Tx Packet

o ox

Q Find ¥ Fiter [

15

Rx Packet

{© Configuration

Settings

# aktifkan filtering-nya

/interface bridge set bridge-vlan vlan-filtering=yes




Buat port bridge untuk ether3, ether4, ether5
Bridge—Ports—New—Interface: ether3—Bridge: bridge-vlan—PVID:
10—>Apply—>OK

Buatkan juga untuk ether4, PVID: 20 & ether5, PVID: 30

H Bridge - Bridge Ports PortExtensions VLANs MSTis Port MST Overrides Filters NAT Hosts MDB S
5 New Q Find ¥ Filter
# ~ P Interface Bridge Horizon  Trusted  Priority PVID Role Actual Pat... RootPath... Internal Ro... =
] 0 3 ether3 bridge-vian no 80 10 designated port 200000
11 3 etherd bridge-vian no 80 20 disabled port 10
#0021 3 etherd bridge-vian ne 80 30 disabled port 10
3 b Live

5. Hotspot

fitur sistem autentikasi pada router Mikrotik yang memungkinkan pengguna
(client) terhubung ke jaringan melalui WiFi/Ethernet dengan memasukkan
username dan password di halaman login (captive portal)

IP—Hotspot—Hotspot Setup—Interface: vlan30-HOTSPOT—Next hingga
DNS Server: 8.8.8.8—DNS Name: (bebas)--> OK

"5" Hotspot - Servers ServerProfiles Users UserProfiles Active Hosts IPBindings Service Ports Walled Garden Walled Garden IP List Cookies o X
O New Q Find ¥ Fiter [
4 Actions
P Name ~ Interface Address Pool Profile Addresses ... =
= hotspotl vlan30-HOTSPOT  hs-pool-11 hsprofl 2
Hotspot Setup

1 b Live




Menambah user dalam hotspot yaitu user: admin, password: (bebas), profile:
default. buatkan juga untuk user: siswa dengan cara yang sama

IP—Hotspot—Users—New—Name: admin—password: (bebas)--> Profile:
default

l";'l Hotspot - Servers ServerProfiles Users UserProfiles Active Hosts IPBindings Service Ports Walled Garden Walled Garden IP List Cookies o ox
O New & Enable Disable X Remove Q Find Y Fiter [0
4% Actions
P Server ~ Name Address MAC Address Profile Uptime = o
counters and limits for trial users T
& . 00:00:00 Reset All Counters
s all siswa default 00:00:00
o all admin default 00:30:44
3 b Live

Tampilan Hotspot:

@ f » =

‘You must log in to this netwo

% =g
Mikrorik
Please log in to use the internet hotspot service

Connect

Contoh:
user: admin
password: admin



Hasilnya:

x @ Interneth

Hi, admin!

IP address 192.168.30.254
Bytes up / down 391.4 KiB / 1346.7 KiB.
Connected 2m19s

statusrefresh m

- NONON -

6. Firewall (Aturan Akses)
Instruksi: ADMIN bisa akses semua, TEKNISI dilarang akses ADMIN.

Admin: IP—Firewall—>Filter Rules—Chain: forward—Src. Address:
192.168.10.0/24—Action: accept—Apply—OK

Teknisi: IP—Firewall—Filter Rules—Chain: forward—Src. Address:
192.168.20.0/24—Dst. Address: 192.168.10.0/24—Action: drop—»AppIy—»OK

! Firewall - FilterRules NAT Mangle Raw ServicePorts Connections AddressLists Layer7 Protocols x
5 New Enable Disable Remove Q Find V Fiter % al ~ [@
# Actions
# ~F Action Chain Src. Address  Dst. Address  Src. Add... Dst Add... Protocol Src. Port Dst. Port In.Interf... Out.Inte... In.Inte=
Es T QUG NS eset C s
5 D @ accept  hs-input 17 (u... 64872 Reset All Counters
6 D @ accept  hs-input 6 (tcp) 64872-6...
70 i jump hs-input
8 0 B reject  hs-unauth 6 (tcp)
g 9 D B reject  hs-unauth
# 10 D B reject  hs-unauth...
place hotspot rules here
F 11| X B passt... | unused-hs..
Teknisi dilarang ke Admin
#0012 B drop forward 182.168.20.. 192.188.10..
ADMIN Akses Full
# 13 @ accept  forward 192.168.10...
14 b Live




7. Queue

fitur manajemen bandwidth (Quality of Service - QoS) di RouterOS yang
digunakan untuk mengatur, membatasi, atau memprioritasi lalu lintas data
jaringan berdasarkan IP, subnet, protokol, atau port

# Limitasi Bandwidth 5Mbps per jaringan
Queues—Simple Queues—New—Name: limit-admin— Target:

192.168.10.0/24—Max Limit: 5SM/5M—Apply—OK

tambahkan untuk teknisi dan hotspot dengan batas kecepatan yang berbeda

@ QueueList -~ Simple Queues Interface Queues Queue Tree Queue Types o X
Ch New Q Find ¥ Filter [
£ Actions
# ~P Name Target Upload Max Limit Download Max Limit Packet Marks Total Max Limit =
0 = limit-ad. 192.168.1.. 5M 5M
Reset All Counters
1 = limit-tek... 192.168.2.. 5M 5M
2 = limit-hot.. 182.168.3.. 5M 5M
3 b Live 0B queued 0 packets queued

8. Ping (cek koneksi) & Troubleshooting
Hasil dari vilan10-ADMIN, IP: 192.168.10.2/24

:$1ip a
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default qlen 1000
link/loopbac :00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_1ft forever preferred 1ft forever
ineté ::1/128 scope host noprefixroute
valid_1ft forever preferred_1ft forever
: enp2s@: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UP group default glen 1000
link/ether 18:c0:4d:ca:88:23 brd ff:ff:ff:ff:ff:ff
inet 192.168.10.2/24 brd 192.168.10.255 scope global dynamic noprefixroute enp2s@
valid_lft 1222sec preferred_Llft 1222sec
: virbr@: < ARRIER,BROADCAST ,MULTICAST,UP> mtu 1500 gdisc noqueue state DOWN group default glen 1000
link/ether 52:54 2:d4:¢3 brd ff:ff:ff:ff:ff:ff
inet 192.168.122.1/24 brd 192.168.122.255 scope global virbr@®
valid_lft forever preferred_Lft forever
4: 1xcbr@: <NO-CARRIER,BROADCAST,MULTICAST,UP> mtu 1500 gdisc noqueue state DOWN group default qlen
link/ether 00:16:3e:00:00:00 brd ff:ff:ff:ff:ff:ff
inet 10.0.3.1/24 brd 10.0.3.255 scope global lxcbr@
valid_1ft forever preferred_lft forever
: docker@: <NO-CARRIER,BROADCAST,MULTICAST,UP> mtu 1500 qdisc noqueue state DOWN group default
link/ether 7a:56 7:4c:11 brd ff:ff:ff:ff:ff:ff
inet 172.17.0.1/16 brd 172.17.255.255 scope global docker@
valid_1ft forever preferred_lft forever
:-$ ping google.com
PING forcesafesearch.google.com (216.239.38.120) 56(84) bytes of data.
bytes from any-in-2678.1e100.net (216.239.38.120): icmp_s 1 ttl=112 time=23
bytes from any-in-2678.1e100.net (216.239.38.120): ic time=24.
bytes from any-in-2678.1e100.net (216.239.38.120): ic time=23.
bytes from y-in-2678.1e100.net (216.239.38.120): ic time=23
4 bytes from any-in-2678.1e100.net (216.239.38.120): icmp_s: 112 time=23

- forcesafesearch.google.com ping statistics ---
S packets transmitted, 5 received, 0% packet loss, time 4004ms
rtt min/avg/max/mdev = 23.380/23.684/23.954/0.183 ms




TEKNISI tidak bisa melakukan Ping/Akses ke ADMIN

+51ip a
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default qlen 1000
1link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_1ft forever preferred 1ft forever
inet6 1/128 scope host noprefixroute
valid_lft forever preferred_Lft forever
: enp2s0: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UP group default glen 1000
link/ether 18:c@:4d:ca:88:23 brd ff:ff:ff:ff:ff:ff
inet 192.168.20.2/24 brd 192.168.20.255 scope global dynamic noprefixroute enp2s0®
valid_1ft 1790sec preferred_lft 1790sec
: virbr@: <NO-CARRIER,BROADCAST,MULTICAST,UP> mtu 1500 qdisc noqueue state DOWN group default qlen 1000
link/ether 52:54:00:82:d4:c3 brd ff:ff:ff:ff:ff:ff
inet 192.168.122.1/24 brd 192.168.122.255 scope global virbr@
valid_lft forever preferred_Lft forever
bre: 0-CARRIER,BROADCAST ,MULTICAST,UP> mtu 1500 gdisc noqueue state DOWN group default gqlen 1008
link/ether 00:16:3e:00:00:00 brd ff:ff:ff:ff:ff:ff
inet 10.0.3.1/24 brd 10.0.3.255 scope global lxcbr@®
valid_1ft forever preferred_lft forever
: docker®: <NO-CARRIER,BROADCAST,MULTICAST,UP> mtu 1500 qdisc noqueue state DOWN group default
link/ether 7a:56:3b:e7:4c:11 brd ff:ff:ff:ff:ff:ff
inet 172.17.0.1/16 brd 172.17.255.255 scope global docker®
valid_lft forever preferred_Lft forever
:-$ ping 192.168.160.2
PING 192.168.10.2 (192.168.10.2) 56(84) bytes of data.
AC
--- 192.168.10.2 ping statistics ---
29 packets transmitted, 0 receilved, 100% packet loss, time 28652ms

Hasil dari vlan20-TEKNISI, IP: 192.168.20.2/24

:$ ip a
: lo: O0OPBACK,UP,LOWER_UP> mtu 65536 gdi noqueue state UNKNOWN group default qlen 1000
1ink/loopback 00:00:00:00 :00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_1ft forever preferred_lft forever
inet6 ::1/128 scope host noprefixroute
valid_1ft forever preferred_lft forever
: enp2s0: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UP group default qlen 1000
link/ether 18:c0:4d:ca:88:23 brd ff:ff:ff:ff:ff:ff
inet 192.168.20.2/24 brd 192.168.20.255 scope global dynamic noprefixroute enp2s@
valid_1ft 1617sec preferred_lft 1617sec
¢ virbr@: <NO-CARRIER,BROADCAST,MULTICAST,UP> mtu 1500 qdisc noqueue state DOWN group default qlen 1000
link/ether 52:54:00:82:d4:c3 brd ff:ff:ff:ff:ff:ff
inet 192.168.122.1/24 brd 192.168.122.255 scope global virbr@
valid_1ft forever preferred_lft forever
br@: <NO-CARRIER,BROADCAST,MULTICAST,UP> mtu 1500 qdisc noqueue state DOWN group default qlen
link/ether 00:16:3e:00:00:00 brd ff:ff:ff:ff:ff:ff
inet 10.0.3.1/24 brd 10.0.3.255 scope global lxcbr@
valid_1ft forever preferred_lft forever
: docker®: -CARRIER,BROADCAST,MULTICAST,UP> mtu 1560 qdisc noqueue state DOWN group default
link/ether 7a:56:3b:e7:4c:11 brd ff:ff:ff:ff:ff:ff
inet 172.17.0.1/16 brd 172.17.255.255 scope global docker®
valid_l1ft forever preferred_lft forever
:-$ ping google.com
ING forcesafesearch.google.com (216.239.38.120) 56(84) bytes of
bytes from any-in-2678.1e100.net (216. .38. 3 mp_seq=1
bytes from any-in-2678.1e100.net (216. .38. 1 icmp_seq=2
bytes from any-in-2678.1e100.net (216. .38. icmp_seq=3
bytes from any-in-2678.1e100.net (216. .38. mp_seq=4 ttl=112
bytes from any-in-2678.1e100.net (216. .38. icmp_seq=6 ttl=112
bytes from any-in-2678.1e100.net (216. .38. icmp_seq=7 ttl=112

|- - - forcesafesearch.google.com ping stati
packets transmitted, 6 received, 14.2857% packet loss, time 6008ms
tt min/avg/max/mdev = 17.265/21.095/23.813/2.024 ms
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